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Game Prin

ciple

Card Game session

Let’s play with the Quick Audit Tool

quickly become aware

(infout) of items seems
and monitored.

How do yvou deal with or aveid this
situation?

You have just been appointed head of the
reproduction department (digitization), and

and out of the department; moreover, circulation

Related QAT’s questions
Governance & Policy

4a

Collection Management

17b D

Physical Security

41D 43D

Access & Use

6] s1[] 7] [

you guess all of them?

that many people move in

1o be inadequately tracked

o you think other questions could be
related?
Help us to improve the Supporting

Tool 1

_{ Access to collgction for staff

—{ / Staff awareness and buy-in

Access & Use

45 Readers may only access your collection if they undertake to comply with your Reading Room rules and regulations

Security investigation

46 | You gather sufficient information about your readers to be confident about their identity and would be able to contact them in the event of a

merhbers 47 | You retain essential identity and contact information about past readers for as long as permitted or justifiable within the law

[ Access to co}(;ctian for readers ] 43 Readers are not permitted to bring coats or large bags into your special collections reading room(s), nor any object that might harm the
7 A

collection {e.g. knives, blades, food, drink)

Access t7£tcl rage & proceding 49 | Readers belongings are searched as they exit the Reading Room
areas 50 | You have agreed procedures for the use of uncatalogued or unbound matenals items: this includes close supervision by staff
4[ Trackilﬁ'clf the collection items ] 51 | Readers' use of highly valuablefvulnerable items is supervised by staff
7 52 | You limit the number of items that may be seen at any one time by a readsr
/ Specific rules for 53 | Highly valuablefvulnerable collection items are inspectad by staff before and after use
high//valuable/vulnerable items 54 | Highly valuablafyuinerable collection items are weighed before and after use

Z

55 | You have procedures in place for the use of material with restricted access

56 If legally permitted fo do so, you permanenty retain a record of collection use allowing you to identify the items used by each reader, and to

/ list &ll users of & particular item

f
;eader& visitors, occasional contractors cannot gain access to areas where heritage materials are stored, unless escorted by autherised staff

/ Readers, visitors, oceasional contracters cannot gain access to areas where heritage materials are processed (e.g. conservation, reprographics), unless escorted by autharised staff

Staff or approved coniractors must be authorised to access collection storage or collection processing areas




Specific Support Card Game session

1 Your mission statement expresses a commitn
collection 16 | Collection security is taken into consideration in all collection management
2 Your most senior member of staff (e.g. Direct| procedures
G & I_ accountability for the security of your collect 17a | You produce and maintain catalogue records for your collection
ove rna nce po Icy 3 An annual report on the security of your collg 17b | You maintain an up-to-date record (e.g. database or other) of the location of all your
body (e.g. Ministry of Culture, board of truste collection items (including uncatalogued and unprocessed material)
4a | You have a Collection Security Policy (or set . 18 | You include copy specific information, such as the presence of bookplates or inserted
protect your collection Collection mana gement maps, in new or enhanced catalogue records for heritage materials
. N N r 19 You create and retain accession records for acquisitions that are especially valuable,
commitment 4b | You have designated officer(s) responsible fo vulnerable or controversial
|| applied and reviewed regularly 20 | You maintain staff knowledge of the physical features that characterise materials in
5 You have an agreed set of measures to provid ) _ o our collection, such as typical ownership marks and typical binding styles
collection and to assess compliance with youy reliable identification of your 21 | You place ownership marks in your collection items (e.g. ink stamps, blind stamps)
- - i i i - collection
systems based approach 6 Your Collection Security Policy also covers yg 22 You mark your collections items, where appropriate, with shelf mark labels
7 Staff with authority for policies relating to th
storage, use, exhibition, conservation and tra 23 You assess the semlﬁw r'equirelment.s ufcol]ect:ion iltems. so that h]‘gh}y
monitoring of your collections valuable /vulnerable items are |der\t|ﬁeld and gven.m:re.ased pr.ntectmn
d . 24 You have an agreed and documented disposals policy: disposed items have a clear
ynamic pr cancellation stamp in them
A c c es S & U S e 45 Read 25 You have measures in place to prevent unauthorised changes to your accession and
46 | You Increased protection for highly catalogue records — - — - -
- Iuable/ vulnerable items 26 Readers are encouraged to use digital or microform facsimiles of heritage materials
be prepared to rei Access to collection for sta Secu va that are especially valuable or vulnerable, except where there is an approved research
) members 47 | You reason for consulting the original
and direc 27 | You have an organised system for auditing/ checking your collection at shelf against
—I Access to collection for readers ] 48| Reag increased vigilance for highly your catalogue(s)
colle valuable I vulnerable items 28 You make and retain copies of high value items (e.g. digital or microform surrogates)
Access to storage & proceding 49 | Read 29 | Where a high resolution capy of a rare or vulnerable item exists, this will be used to
Inclusion of near nf areas 50 You generate further copies in place of the original item
30 Your collection is insured (if permissible) or the State acts as its own insurer
" S 51 | Reaq
—[ Tracking of the collection items ]
52 You
Specific rules for 53 Highly valuablefvulnerable collection items are inspected by staff before and after use
high/valuable/vulnerable items 54 | Highly valuable/vulnerable collection items are weighed before and after use
. 55 | ‘You have procedures in place for the use of material with restricted access
Staff awareness and buy-in
56 If legally permitted to do so, you permanently retain a record of collection use allowing you to identify the items used by each reader, and to
list all users of a particular item
57 Readers, visitors, occasional contractors cannot gain access to areas where herifage matenials are stored, unless escorted by authorised staff
58 Readers, visitors, occasional contractors cannot gain access to areas where heritage materials are processed (e.g. conservation, reprographics), unless escorted by authorised staff
59 Staff or approved confractors must be authorised to access collection storage or collection processing areas
60 Staff or approved confractors access to collection storage o collection processing areas is restricted on the basis of need
(1] Staff or approved confractors access to collection storage or collection processing areas is reviewed on a regular basis
62 The number of staff able to access Strong Rooms is stricly controlled
63 ‘You have an agreed policy on the maximum time that staff may retain collection items
64 Procedures are in place with respect to staff taking collection items offsite for personal use
[ Police checks and/or personal references are obtained for everyone in your organisation {including staff, contractors, intems and volunteers) before they are permitted to start work
66 Information on your Collection Security policy is given to all new staff and approved confractors as part of their induction training
67 Awareness training is delivered regularly to staff and approved confractors to ensure that they remain aware of their responsibility for collection security
(i3 ‘You maintain a complete record of all collection items consulted or processed by individual members of staff for as long as permitted or justifiable within the law
69 Staff and depariments that routinely use collection items are audited regularly to assess their compliance with your collection security policies
70 Staff and approved contractors at all levels of your institution are required to comply with your collection security policies
m Staff whose work involves contact with the collection have their collection security responsibililies included in their job descriptions / role profiles
72 ‘You reserve the night to inspect staff or contractors belongings as they leave the building(s)
73 Al staff and authorised visitors, confractors to office and storage areas are immediately recognisable as such (e.g. by wearing a visible ID card or visitor pass)
4 All staff must use agreed procedures for retrieving items for their personal use
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Card Game session

SECURITY
NETWORK

Governance & Policy
.1 2 3424b 5 6 T B 910111213 1413

Governance & Policy

1 2 3aa4b 5 6 T B 9101112 13 14 13

canarno ...

CENEND .. ..

Governance & Policy
.1 2 3424b 5 6 T B 910111213 1413

SECURITY

NETWORK

smanaiont.. ..

Governance & Policy
2 34a4b 5 6 T B 910111213 14 13

1

Question numbars, referring to the QAT questionnaira, Edition 4

—
Physical Security
31 32 33 342 Mb 35 35 Fa TTb 38 39 40 41 42 43 44

[T T T T T T T TTTTT]]
Exhihition & Transport
75 76 77 TH TH B0 31 52 83 B4 55 86 7 HE E9 90

Incident & Crisis M
g1 92 93 34 93 06

I .1 2 34adb 3 & T B % 1011113 14 I3

Grovernanoe & Policy

Physical Secunty
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Phy sical Security
31 32 33 34a b 35 36 Wa TTh 38 39 40 41 42 43 44

[TT T TTT T TTTTTTI
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Governance & Policy
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anano .. ..

Phy sical Security
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Py sical Secunity
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Other important element of the game available in the _
member’s area of the CERL website: Card Game session

SECURITY Scenario scope sheet

NETWORK

At a glance, you can identify scenarios that will help you to promote specific measures |

Question number refering te the QAT questionnaira Edifion 4

4z dh

35 36 37a 37h 3B 30 4 41 42 43 8 IS T6 TT TE T BOOEI 5T B3 B4 E5 S0 5 58 B0

(=3
E3
-
B3
=
[&
[&
JI=
=
[
[
[
[
& -
63
[E3
Ji=
[it
4 .
"
=
[14

= 34 34h

(=
i
-
1=
=
=}
v}
B

1
=
-
1<
=
=}
v}
B

Scanaro number

s
s
{4
(=
1
-
B3
=
]

Z mEun
32 | [ 11

You may have noticed that 10 of the guestions in the quesi re have not yet been associated with a scenario. but this does not make them any kess relevant. If you
have any ideas, please let us know and we will be happy to add some cards to the game.
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Let’s play Card Game session

=

@ Have fun
=TT T T May this session bring you
many ideas

=
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